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Abstract: Natural disasters cause massive destruction to power infrastructure and communication networks and limit access
to proper emergency response. Unmanned aerial vehicles (UAV)-based Flying ad hoc networks (FANETS) offer a useful
communication layer through aerial observation, line-of-sight relay support, and cooperative multi-hop networking to restore
connections in affected areas. However, the available FANET literature uses different assumptions about mobility, channel
conditions, interference, traffic profiles, and performance metrics, which limits proper cross-study comparison and protocol
selection for emergency use. In this review, we examine the most recent FANET architectures and disaster-response protocols,
including medium access control, routing, topology management, and energy-aware operation. We also analyze connectivity-
preservation strategies under rapid topology change, including mobility prediction, link-quality estimation, geographic relay
selection, and control-plane design. We then evaluate the role of multi-agent reinforcement learning (MARL) in decentralized
task allocation, relay selection, spectrum access, and power control under partial observability. Future research should
prioritize reproducible experimental evaluation of FANET architectures, MAC protocols, routing strategies, and Al-enabled
coordination under realistic disaster conditions.
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1. INTRODUCTION

UAVs support remote sensing, rapid inspection, and time-
sensitive response in industrial, environmental, and public-
safety missions [1]. UAV payloads, such as cameras and
sensors, capture images and live video that help response
teams observe areas with limited ground access or urgent
coverage needs [2]. During emergency events, real-time
UAV observations add a current operational layer to
historical datasets, which usually receive less frequent
updates. Regular evaluation of real-time UAV

computation capabilities [6]. Distributed UAV roles allow
cooperative missions to continue without full dependence
on a central controller.

Decentralized UAV operation also enhances resilience
when a UAV node fails or link quality deteriorates. In
wide-area missions, small-UAV swarms offer practical
advantages over a single large UAV, including broader
coverage, redundancy in the event of node failure, and
parallel task execution [7]. FANET operation imposes
design requirements that differ from many traditional ad
hoc networks as low network density, rapid topology

observations can shorten response time and support
situational management, incident control measures, and
operational decisions during fire and flood emergencies.
UAV connectivity also allows automated transfer of
sensor-output time-series data to local or cloud-managed
storage systems. Automated data transfer reduces direct
human intervention in data handling and helps preserve
chain of custody [3].

A single-UAV mission may rely on a satellite link,
ground-based station, or airborne control station. Multi-
UAV missions require stronger coordination and more
reliable communication [4], [5]. Flying ad hoc networks
(FANETSs) address multi-UAV communication demands
through decentralized topologies, where each drone acts as
an autonomous node that supports core network services
as well as sensor acquisition, communication, and
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variation, and high node velocity shape link stability and
routing performance. Figure 1 shows a representative
flying ad hoc network topology [8].
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Figure 1. FANETS topology [8].
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FANET-enabled UAV swarms support missions across
military and civilian domains. Public safety support,
search and rescue, reconnaissance, border surveillance,
autonomous target pursuit, fire response, internal security
operations, wind estimation, remote observation, traffic
surveillance, and relay networks represent common
mission categories. Civilian adoption also spans
transportation ~ services, internet parcel delivery,
architecture and infrastructure inspection, film production,
and agricultural surveillance [9], [10], [11], [12].

FANETs also represent an effective instrument for
enhancing fifth-generation (5G) network architecture.
Structural limitations of UAV devices remain significant,
and restricted onboard computation and limited energy
must supply propulsion, sensing payloads, and onboard
processing, but multi-UAV cooperation still supports
complex mission objectives under these constraints. A 5G
infrastructure perspective also benefits from UAV-
provided ubiquitous connectivity and edge computation
for device types that operate in remote or underserved
regions, and aerial platforms support temporary service
restoration after infrastructure disruption [13], [14], [15].

UAVs have become a crucial component in modern
communication, particularly within Space-Air-Ground
Integrated Networks (SAGINs). UAV mobility, flexibility,
and rapid deployment support time-sensitive missions, yet
operational constraints still limit performance under
mission-critical requirements. The high velocity of UAV
platforms causes frequent topology changes; in turn,
dynamic topology variation disrupts stable route formation
and reliable link schedules over time.

Long-range operations add further constraints because
bandwidth stays limited and end-to-end latency increases
when traffic must pass through multiple hops across wide
disaster areas. Energy availability is another limitation as
battery replacement or field recharge is not feasible during
active missions.

Security risk can also be high because exposed wireless
links allow interference attacks, node spoofing, and data
tampering, especially during sensitive operations. System
heterogeneity adds another layer of difficulty because the
integration of UAVs, protocols, and network components
from different sources can reduce compatibility, disrupt
synchronization, and complicate resource management.

Moreover, many existing UAV communication studies
rely mainly on simulation, which limits confidence in how
protocols can perform under real ad hoc conditions with
unpredictable dynamics and hardware imperfections.
Consequently, effective deployment in mission-critical
environments requires unified operational designs that
combine reliability, energy efficiency, security, and
seamless  cross-network  connectivity. Multi-UAV
cooperation can enable completion of complex mission
tasks despite structural device limitations, such as limited
energy available to supply engines and computing
elements, and limited computing capabilities [16], [14]. A
5G infrastructure can also benefit from UAV-provided
ubiquitous connectivity and computation for device types
located remotely, such as rural agricultural systems that
require wide-area coverage and resilient communication
links under sparse terrestrial service [17].

The review is organized as follows: Section 2 presents
a comprehensive literature review on FANETSs and related

technologies. Section 3 provides a comparative analysis of
FANETs, MANETs, and VANETs and discusses the
architecture of FANETS. Section 4 explores the FANET
communication layers, including physical and data link
layers, and routing protocols. Section 5 discusses disaster
application areas for FANET deployment, and Section 5
covers fire hazards, floods, and earthquakes. Section 6
identifies major challenges that affect FANET deployment
in disaster response. Section 7 presents Al integration in
disaster-resilient FANETs. Section 8 provides the
conclusion and outlines future research directions.

2. KEY CONTRIBUTIONS

The motivation for the present review arises from the
limited coverage of FANET architecture in the current
literature and the fragmented discussion of disaster-
response  protocol requirements. Disaster-response
missions impose extreme operational demands, and a
useful evaluation of FANETSs therefore requires a
connected view of network architectures, protocol layers,
and routing families. The review addresses FANET
application in disaster response by examining studies
related to fire hazards, floods, and earthquakes. The
relevant literature is organized according to mission
objectives, network  assumptions and reported
performance metrics in the discussion. The review also
addresses the application of MARL for decentralized task
allocation, relay selection and resource control in dynamic
environments. Finally, we present some of the key
challenges and research opportunities including
management of FANETS, their online adaptation under
partial observability, the security assurance ensuring
resilience against cyberattacks, along with field validation.

3. LITERATURE REVIEW

The use of FANETSs is a fast growing research area in
wireless communication network, where numerous
investigations have been proposed. Most of the studies
propose strategies that improve network performance,
refine routing algorithms, and integrate emerging
technologies into FANET operation. At the same time,
real-time deployment is elusive. Table 2 summarizes
representative reviews and reports their focus areas and
contributions.

Table 2. Related work

Ref. Focus Main Insight Limitations
[18] Review of FANET routing | No
FANET protocols experiment
Routing address al/simulatio
Strategies mobility and n data;
topology purely
challenges theoretical.
[19] Review of FANETS and FANET
FANET and Al are vital for | challenges
Al in Disaster | disaster in disasters
Management | management, are
but face underexplo
research gaps red.
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and technical
challenges.

[20] Review of Effective Focuses
FANET mobility models | only on
Mobility and optimized existing
Models for networks mobility
Disaster enhance models
Areas FANET

applications in
disaster
management.

[14] Review of UAVs and 5G Focuses
UAV enable efficient | mainly on
Disaster disaster the post-
Scenarios in a | management disaster
Smart City with optimized | phase

path planning,
addressing
urban and
network
challenges.

4. COMPARISON OF MANETS, VANETS, AND
FANETS

Wireless networks have developed rapidly in recent years,
and their development has opened the door to many
services across different application domains. Modern
wireless systems also use multiple frequency bands, which
allows more flexible access and can reduce congestion
when spectrum use is planned well.

Wireless Ad Hoc Networks (WANETS) form a network
class that operates without central control nodes, where all
nodes share similar roles within the network. Wireless
mesh networks describe a closely related model, with
greater emphasis on multi-hop relays and distributed
connectivity. Network nodes can join or leave as
operational needs change, which makes WANETS suitable
for dynamic environments [21], [22].

Mobile Ad Hoc Networks (MANETSs) provide the
conceptual basis for FANET development because both
network classes rely on self-organization, limited central
control, and ad hoc operation. FANETs share MANET
features that include distributed control and topology self-
formation, and those features support communication
expansion in unstructured areas.

FANETSs also share partial similarity with Vehicular Ad
Hoc Networks (VANETS) because both systems include
mobile nodes operating over changing geography, which
influences connectivity patterns and routing constraints
[23].

FANETS share core ad hoc properties with MANETSs
and VANETs, yet UAV nodes operate under mobility
profiles that exceed typical ground mobility, and that
mobility becomes the primary differentiator for protocol
design. Table 3 summarizes comparisons between
FANETSs, VANETSs, and MANETS across key criteria [24],
[25], [26], [27].

101

Table 3. Comparative Analysis Of Manet, Vanet, And

Fanet
Parameters MANETs | VANET FANETSs
s
Node Low Medium | Very Low
Density
Node Low Medium High
Velocity
Power Energy- Not Need for
Consumptio Efficient Needed | mini-UAVs
n Consumptio
n
Topology Slow Rapid Rapid
Change
Radio Near to Near to | High Above
Propagation Surface Surface | the Surface
Mobility Arbitrary Steady Mobility
Model models for
autonomous
multi-UAV
systems are
typically
predetermine
d, but
exceptions
apply.
5. FANET ARCHITECTURE

FANET form ad hoc communication networks through
cooperation among multiple UAVs. Reliable maintenance
of an air-to-air communication channel among UAV nodes
represents a primary design requirement for any multi-
UAYV network because cooperative routing, coordination
messages, and sensor-data exchange depend on persistent
connectivity. Many applications rely on micro- or small
UAV platforms because compact airframes allow access to
confined locations that larger UAVs cannot reach, and
micro-UAV platforms can also maintain hover above a
defined region for sustained observation and relay service.
Micro-UAV platforms also place practical limits on
network architecture and hardware selection. Limited
payload capacity restricts sensor size and capability,
communication links constrain the operational range, and
onboard power supply limits flight duration and radio
service time. Therefore, the hardware selection for small
UAYV platforms needs lightweight components, compact
form, and small power electronics sufficient to preserve
endurance and maintain communication and sensor
functions [28].

A functional networking architecture must support safe
and consistent data exchange between UAV nodes and the
base control elements involved in data transmission and
mission supervision. A multi-UAV FANET often includes
a designated UAV that works as a gateway between the
base control element and other UAV nodes. Gateway
selection can extend coverage beyond the direct base-
station range and support coordination across a wider
disaster area. A gateway-based model requires clear
network roles, explicit network organization, and reliable
communication modes that cover air-to-air and air-to-
ground links under mobility. Literature sources describe
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similar highly mobile networking models under different
terms, but the core requirement remains consistent around
robust connectivity under rapid movement and frequent
topology updates. UAV adoption across civilian and
military fields continues to expand rapidly, and scalable
FANET architectures will therefore remain central to
multi-UAV mission design.

Centralized architectures can optimize network
decisions when global network information is available.
Centralized control, however, introduces a single-point-
failure vulnerability and can cause long control-signal
delays in  disaster environments. Decentralized
architectures provide better robustness and scalability
because control functions are distributed across UAV
nodes. Decentralized control, however, depends on partial
information at each UAV node, and incomplete
neighbourhood awareness can reduce decision-making
accuracy under high mobility and intermittent link
conditions. Figure 2 presents a FANET architecture that
consists of satellites, Ground Control Stations (GCSs),
UAYV nodes, and a High-Altitude Platform (HAP) or Low-
Altitude Platform (LAP) station [29].
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Figure 2. Fanet Architecture.

5.1 FANET Physical Layer

The physical layer of the FANET controls the signal
propagation in UAV-to-UAV links and UAV-to-Base
Station (BS) links. The communication distance between
UAV nodes is a continuous random effect dictated by
flight dynamics. Antenna design represents a primary
design factor in stationary networks, since antenna
characteristics directly affect the link budget, the coverage
footprint, and connection reliability. Proper antenna
selection is important as it influences system reliability,
especially in mobility scenarios in which link margins
fluctuate rapidly.

Limited transmission power make omnidirectional
antennas less efficient for a specific receiver because
omnidirectional radiation spreads power over a wide
spatial region. Directional antennas concentrate radiated
power toward a specific direction to increase the effective
range and improve link quality as long as beam alignment
remains stable. Directional transmission is also used to
improve the signal-to-noise ratio and increase channel
capacity. Higher channel capacity is particularly valuable
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for links with high bandwidth demand.

Multi-hop delay accumulation occurs when relays
forward traffic across intermediate nodes. Relay-based
communication that supports real-time applications
therefore requires low packet latency at each intermediate
node because accumulated delay limits practical coverage
extension [30]. The following subsections describe
communication technologies commonly considered for
FANET systems, including WiFi, Bluetooth, ZigBee, and
LTE [31].

5.1.1 WiFi (IEEE 802.11)

Wireless fidelity (WiFi) represents a short-range
networking technology that wuses radio-frequency
communication and Wireless Local Area Network
(WLAN) design guidelines. Common WiFi operating
bands include 2.4 GHz, 3.6 GHz, 5 GHz, and 60 GHz.
IEEE 802.11a/b/g/n/ac variants can provide the throughput
required for large data transfer, such as images and video
streams, across many FANET missions. A conventional
WiFi link typically offers an effective transmission range
of about 100 m under standard conditions [32], [28].

Ad hoc multi-hop connectivity can extend UAV
broadcast coverage to several kilometres through relay-
based forwarding between airborne nodes. A standard
IEEE 802.11 infrastructure network uses Access Points
(APs) that transmit periodic announcements, and client
devices rely on those announcements to discover and join
Wireless Local Area Networks (WLANS). Several studies
evaluate WiFi efficiency for a UAV-GS link using
Received Signal Strength Indicator (RSSI), achieved
throughput, and UAV-GS separation distance. Some
studies also report that an IEEE 802.11a wireless link
between a UAV and GS can support FANET-based
applications. Multi-band operation requires an IEEE
802.11 wireless adapter that supports multiple frequency
bands, such as 2.4 GHz, 5 GHz, and 6 GHz. The WiFi
Alliance introduced a numbering system that distinguishes
WiFi protocol generations, which includes 802.11b,
802.11a, 802.11g, 802.11n, 802.1lac, and 802.11ax.
Certain variants can operate on both 2.4 GHz and 5 GHz
bands within the same device design [33]. Table 1 lists
representative IEEE 802.11 standards and summarizes
frequency, speed, and transmission range.

Table 1. Shows the list of WIFI 802.11n standards

IEEE Frequency/Mediu | Spee | Transmissio
Standar | m d n Range
d
802.11 2.4 GHz RF 1-2 20 feet
Mbps
802.11a | 5 GHz Up to | 25-75 feet;
54 building
Mbps | materials
can reduce
range
802.11b | 2.4 GHz Upto | Up to 150
11 feet;
Mbps | building
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materials

can reduce

range
802.11g | 2.4 GHz Upto | Up to 150

54 feet;

Mbps | building
materials
can reduce
range

802.11n | 2.4 GHz/5 GHz Upto | 175+ feet;

600 building

Mbps | materials
can reduce
range

802.11a | 5 GHz Upto | 175+ feet;
c 600 building

Mbps | materials
can reduce
range

5.1.2 Bluetooth

Bluetooth operates in the unlicensed 2.4 GHz band and
typically supports transmission ranges from about 10 m to
200 m, depending on device class, antenna characteristics,
and operating environment. Bluetooth implementations
provide data rates that commonly fall between 1 Mbps and
3 Mbps, while some variants report a maximum data rate
of 24 Mbps. Bluetooth Low Energy (BLE) entered the
Bluetooth 4.0 specification through the Bluetooth Special
Interest Group (SIG), and BLE targets reduced energy
consumption for short-range communication links [34].
Bluetooth 5 targets higher speed, extended transmission
range, lower energy consumption, and improved
coexistence with other short-range technologies. Bluetooth
5 also supports richer data exchange, which can include
multimedia and URL files in addition to positioning-
related information. Bluetooth 5 appears as a potential
option for low-cost and low-power FANET deployment in
scenarios that tolerate short-range connectivity. Some
researchers describe Bluetooth-based UAV networking in
a master-slave structure with one master UAV and up to
seven slave UAV stations. Reported results indicate that a
Bluetooth-based FANET can provide effective
connectivity with negligible computational overhead [35].

5.1.3 ZigBee (IEEE 802.15.4)

ZigBee is commonly used in low-data-rate applications
that require secure networking and long battery life.
Typical operating range falls between about 10 m and 100
m, and ZigBee often offers lower cost and simpler
deployment than WiFi and Bluetooth for low-throughput
communication needs. ZigBee operates in the 2.4 GHz
band and provides a nominal data rate of 250 kbps. The
standard defines 16 channels, and each channel occupies 5
MHz of bandwidth. ZigBee can therefore suit low-data-
rate FANET scenarios and has been used for indoor
localization and intra-cluster communication within
FANET deployments [36], [5].
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5.1.4 Long Term Evolution (LTE)

The LTE provides high data throughput, mobility
support, and reliable wireless connectivity, and these
features can improve network management and security.
LTE targets IP-based communication and supports
scalable bandwidth options that include 20 MHz, 15 MHz,
10 MHz, and bandwidth values below 5 MHz. LTE also
supports Time Division Duplexing (TDD) for unpaired
spectrum and Frequency Division Duplexing (FDD) for
paired spectrum. LTE cell coverage typically targets about
5 km, yet operation can remain effective within 30 km and
can remain functional up to 100 km under suitable
conditions. Experiments also report that FANET
deployments can support live video streaming and
monitoring over 4G-LTE networks [37].

5.2 Data Link Layer

The data link layer includes the medium access control
(MAC) sublayer. The MAC sublayer regulates access to
the shared transmission medium, which determines how
multiple UAV nodes contend for the same wireless
channel. Protocols proposed at this layer therefore govern
management and control of the shared communication
channel across all nodes, and MAC decisions affect packet
collisions, retransmissions, and channel occupancy during
mobility. In wireless sensor networks, MAC protocols also
support self-organization by providing the coordination
required for hop-by-hop wireless communication, and
similar principles apply to FANET operation when multi-
hop forwarding remains necessary. Key MAC protocol
attributes include energy efficiency, scalability, network
throughput, fairness, latency, and bandwidth utilization
[38]. MAC design must therefore address issues that
include energy consumption, fairness among competing
nodes, link-quality variation, efficient channel utilization,
and packet delay. Table 4 presents a taxonomy of MAC
protocols for UAV networks.

Table 4. Fanet Mac Protocols

FANET MAC Protocols
Contention-Free | Contention Hybrid
MAC Protocol Based MAC | Protocols
Protocols
Sensor
[40]
Time Out MAC
[43]
Pattern
[45]
DFRA  MAC
[47]

O-ALOHA
MAC [49]
AO-ALOHA
MAC [50]

MAC

CU-MAC [39] MAC | LODMAC [41]

UD-MAC [42] FMAC [44]

MAC | CC-MAC [46]

CF-MAC [48]

5.3 Routing Protocols

Researchers initially examined routing protocols from
MANETSs and VANET: for potential use in UAV networks
because FANETSs share fundamental ad hoc networking
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principles with those systems. FANET nodes also operate
under distinctive conditions, and limited onboard energy,
high mobility, and rapid link variation impose
requirements that differ from many ground-based
networks. Existing MANET and VANET protocols
therefore require modification to satisfy FANET
operational criteria. Routing protocols considered for
FANETs are commonly grouped into five categories:
proactive routing protocols, static routing protocols, on-
demand routing protocols, hybrid routing protocols, and
spatial routing protocols. Table 5 lists representative
protocols within each category and summarizes reported
limitations.

Table 5. Fanet Routing Protocols

Category Protocols Issues in
Application to
FANET
Proactive P-OLSR [51] - High overhead for
table updates.
COLSR [52] - Significant
bandwidth
DOLSR [53] consumption.
- Slow topology
MILOSR [54] change reaction.
Reactive RGR [55] - Large header size
increases network
Time Slotted [56] | overhead.
- High latency
RTORA [57] during pathfinding.
- Requires
AODV [58] intermediate nodes
for routing.
Hybrid GPSR [59] - Difficult to
manage in dynamic
TORA [60] environments.
ZRP [61]
Geographic | MPGR [62] - Node location
sharing strategies
GPMOR [58] may be unrealistic
in some cases.
GPSR [63]
LAROD [64]
USMP [53]
Static MLHR [53] - Not scalable and
unable to handle
DCR [53] changes.
- Unsuitable for
LCAD [65] dynamic FANET
topologies.

Overall, proactive routing offers faster access to routes
but creates high control overhead under rapid UAV
mobility, while reactive routing reduces overhead at the
cost of higher delay. In disaster scenarios, where topology
changes frequently, neither approach is fully optimal,
which suggest the need for adaptive routing mechanisms
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tailored to FANET environments.

6. DISASTER APPLICATION TYPES

Large-scale disasters, such as wildfires in Australia and
California, earthquakes in Indonesia, and floods in Central
America, have shown a higher frequency in recent years
under climate-related stressors. Major disasters affect large
areas and vulnerable populations. Inadequate preparedness
and weak early response can lead to higher casualty rates
and delayed medical aid, especially when damaged
infrastructure limits access to affected communities.
Public health protection and public safety improvement
therefore motivate research on rapid situational awareness,

resilient communication, and coordinated response
systems for disaster contexts [66]. FANET-based
deployments support several disaster application

categories, and each category imposes distinct sensing,
communication, and coordination requirements.

6.1 Fire Hazard Emergency

Fire incidents impose fast-evolving hazards, reduced
visibility, and rapidly changing safety boundaries, and
these conditions demand early detection, continuous
perimeter mapping, and reliable communication between
responders and command units. UAV swarms can support
these requirements through cooperative sensing and multi-
hop relays that sustain information flow when smoke,
terrain, or infrastructure damage weakens terrestrial
systems.

Simoes et al. [67] propose an aerial drone network that
supports firefighting through cooperative sensing and
communication. The proposed approach uses UAV sensor
data to delineate the fire region, and multi-UAV
cooperation forms an ad hoc network that tracks firefighter
positions and forwards operational information that
supports coordinated rescue actions. The same study also
describes an ad hoc network that maintains hover above
active firefighter teams, and network nodes adjust spatial
positions based on sensed conditions to collect field data
and transmit that data to a ground station.

While Bharany et al. [68] focus on energy-aware data
delivery under emergency supervision settings and
propose an energy-efficient clustering approach for sensor
nodes. Cluster Head (CH) selection relies on multiple
attributes that support routing within a clustered structure.
The method applies the SPIHT image-compression
technique to reduce transmission load, and the SRCM
model supports path selection toward the destination with
consideration of node energy level and communication
link quality.

On the other hand, Cretu et al. [66] emphasize the
operational value of early-phase forest fire detection for
community preparedness, casualty reduction, and reduced
pressure on emergency medical systems. The same work
describes wildfire monitoring through networks of
unmanned aerial vehicles, where ad hoc inter-UAV
communication can deliver time-sensitive information that
supports emergency response actions. The proposed smart
architecture combines Flying Ad-Hoc Networks with fog-
computing support, and the described FANET consists of
UAYV nodes with WiFi links that transfer data from the
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affected region to edge nodes, after which the fog
infrastructure forwards the data to nearby facilities with
response capacity.

6.2 Flood Emergency

Flood disasters often evolve across wide areas and can
isolate communities through road damage, bridge failure,
and power disruption, so response teams require rapid
mapping, continuous observation, and reliable emergency
communication coverage. UAV platforms can capture
aerial imagery across inaccessible zones, and FANET
connectivity can support multi-hop relay services that
extend communication beyond a single UAV footprint.
Munawar et al. [69] proposed a CNN-based deep learning
approach that uses UAV aerial images as input for flood
detection. UAV mobility also enabled access to confined
spaces and supported image capture that clarified the flood
impact on homes, complex building layouts, and critical
infrastructure. The study selected CNN-based deep
learning because CNN architectures often provide strong
performance in image segmentation and image
classification tasks.

Furthermore, Shah [70] also addressed communication
continuity during flood response and proposed an
emergency communication architecture that relies on a
FANET instead of a single UAV. The work proposed a
cluster-based method that targets communication
reliability and communication efficiency (Figure 3). The
work also described a cluster-management procedure that
preserves the cluster structure because cluster stability
supports FANET reliability.

Emergency
Communication Vehicle

Damaged
Main BS

Figure 3. Emergency FANET-based communication
architecture [70].

6.3 Earthquake Emergency

Earthquake response requires rapid situational awareness,
scalable communication services for affected users, and
resilient coordination when infrastructure collapse disrupts
emergency operations. Ground BS damage can remove
coverage at the moment when ground users need
emergency connectivity, and damaged transport corridors
can delay physical access to incident zones. UAV swarms
can provide temporary communication coverage and can
transport disaster information to rescue centers through
multi-hop routing. Liu et al. [71] examined joint
optimization of FANET network efficiency and mission
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efficiency in earthquake rescue scenarios. Ground Base
Station damage forces UAV platforms to provide
communication service to a large number of Ground Users
(GUs). UAV nodes must also collect disaster information
from GUs within the disaster region and forward that
information to the rescue center with minimal delay
because damaged ground transportation can restrict
physical access and can slow information transfer.

Furthermore, Qu et al. [72] introduced an obstacle-
aware and energy-efficient multi-drone coordination and
networking approach that integrates a packet-forwarding
algorithm with a location-aided prediction algorithm for
UAV-to-ground networks in earthquake contexts. The
approach uses Reinforcement Learning (RL) for trajectory
prediction based on onboard sensor input and
coordination-state information, and the approach targets
improved coordination under obstacle constraints and
energy limits. Ghosh et al. [73] also examined disaster-
response workload through queueing analysis and evaluate
factors that include event arrival rate during crisis periods,
UAV service rate, event waiting cost, and UAV idle cost.
The same work recommended an appropriate UAV fleet
size for casualty reduction through queueing models such
as M/M/c/K/FCFS.

7. CHALLENGES OF FANET

FANETSs operate under conditions that differ from many
terrestrial ad hoc networks, and high mobility, frequent
topology variation, and constrained energy resources
create persistent challenges for routing and communication
protocols [74]. Multi-UAV  cooperation introduces
additional requirements, such as distributed algorithms,
integrated communication and control mechanisms, and
safety assurance during coordinated flight. Mission control
must manage trajectory planning, collision avoidance, and
coordination timing to ensure safe and effective multi-
UAYV operation. Distributed cooperation algorithms must
also preserve UAV autonomy as they support coordination
under disruptive conditions, including node failure,
communication loss, hostile interference, and variable
environmental constraints. Reliable deployment therefore
requires careful design across network components that
affect effectiveness, dependability, and security.

A network perspective on disaster monitoring and
surveillance highlights challenges in communication
protocols, network architecture, topology control, path
optimization, fault tolerance, routing robustness, and
security assurance [75]. Disasters also expose limitations
of single-UAV systems as dynamic and unpredictable
conditions can disrupt reliable links to the ground station,
and coverage constraints can prevent adequate monitoring
across large and complex disaster zones. Scalability
therefore becomes a major concern, and multi-UAV
systems represent a common approach for addressing
coverage and connectivity requirements under disaster
conditions [76].

7.1 Cyber-Physical Security

UAYV networks face security threats that include jamming,
malicious attacks, eavesdropping, and control-signal
forgery. These threats can compromise both UAV
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operation and the confidentiality and integrity of mission-
critical data. Recent studies have emphasized security
mechanisms for UAV and FANET environments, yet
practical deployment still requires clearer understanding of
implementation  constraints. ~ Hardware  resource
requirements, processing load, and communication
overhead consume payload capacity and computational
resources. Additional resource demand can also reduce
battery endurance and threaten mission success [75].
Future research need to evaluate security designs under
realistic hardware limits and operational conditions, with
explicit attention to energy cost and deployment
feasibility.

7.2 Routing issues

High mobility and sparse network density in UAV
operations cause rapid topology changes and frequent link
disconnections, which makes routing protocol design
challenging because routes may remain available for a
short time. Route instability can reduce routing efficiency
and degrade the overall network performance.
Conventional routing schemes developed for MANETS
and VANETSs often perform poorly in UAV networks
because UAV mobility patterns and link dynamics differ
substantially from ground-based networks. Rapid platform
movement also changes communication constraints during
the mission.

Current FANET routing studies consider factors such as
hop count, link quality, congestion state, and energy
efficiency. A standard routing approach, however, has not
yet integrated these factors in a unified manner and
maintained low control overhead with a high packet
delivery ratio during disaster scenarios. Some approaches
avoid continuous route-table maintenance. Alternative
mechanisms, such as SCF, can still introduce additional
overhead during packet forwarding and coordination.
Security risks also remain important during disaster
operation because malicious replay attacks and false
signaling can disrupt routing decisions and trigger mission
failure even when packet delivery remains high. Many
advanced protocols also depend mainly on simulation-
based evaluation, and assumed mobility rates may not
represent real field conditions accurately [77], [78].

7.3 Battery Power

UAV operation relies heavily on battery power, and
battery dependence limits flight duration, payload
operation time, and communication service continuity.
Energy optimisation therefore becomes essential for
missions in disaster zones and remote areas, where
recharge access often remains limited and mission timing
has strict constraints. AI, ML, and ANNs can support
energy-aware routing and resource management. Al-based
methods, for example, can adapt network decisions in real
time, reduce transmit-power waste, avoid unstable links,
and limit unnecessary control traffic.

Green energy options are attracting increasing attention
as complementary solutions for UAV endurance
improvement. Solar-assisted UAV designs use lightweight
photovoltaic panels that harvest energy during flight. Solar
energy support can reduce exclusive reliance on battery
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discharge during extended missions. Advances in hybrid
power systems, battery chemistry, and efficient power
electronics are expected to play an important role in
improving endurance and operational efficiency across
future UAV deployments [7].

7.4 Denial-of-Service and Distributed Denial-of-
Service

UAV networks face Denial-of-Service (DoS) and
Distributed Denial-of-Service (DDoS) attacks when
defence mechanisms are inadequate. DoS attacks target
network availability through excessive request volumes
that congest communication links and exhaust node
resources. DoS pressure disrupts mission operation
through battery depletion, channel congestion, and
processing-unit overload, which delay command exchange
and sensor-data delivery.

Furthermore, DDoS attacks intensify the availability
threat as multiple attack sources overwhelm UAV nodes
and the supporting infrastructure. Coordinated DDoS
traffic makes the network unreachable during critical
mission phases.

Signal spoofing and command hijacking also threaten
UAYV navigation and command integrity. Attackers inject
fabricated data into GPS channels to distort position
estimates and disrupt planned routes. Moreover, command
hijacking allows an adversary to send unauthorised control
instructions. Weak authentication and inadequate control-
channel protection can escalate command hijacking into
full UAV takeover. Session hijacking threatens UAV
communication because an attacker intercepts or
manipulates session credentials and redirects control
flows. Strong authentication, spoofing detection, signal-
distortion analysis, and direction-of-arrival sensing reduce
attack success probability and support early threat
identification.

The compromise of GCS via malware, viruses, and
keyloggers also exposes mission data and allows malicious
command transmission to one or more UAV nodes. A
compromised operator endpoint becomes a direct pathway
for adversarial control. Malicious operational commands
take control of vulnerable UAV nodes and threaten data
confidentiality and mission safety.

8. AIINTEGRATION IN DISASTER-RESILIENT
FANETS

Disaster-prone environments often damage
communication infrastructure, and emergency teams must
quickly establish alternative systems for sensing,
coordination, and connectivity restoration. FANETSs
support rapid deployment, UAV mobility, and adaptable
topology formation, which makes them suitable for
disaster-response scenarios. FANET flexibility provides
temporary communication service when terrestrial
networks fail. Traditional FANET designs, however, still
face major limitations under dynamic disaster conditions.
Limited energy, link instability, scalability constraints, and
strict real-time decision requirements reduce mission
reliability [79].

Al integration into FANET architectures offers a
practical response to these constraints and supports the
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development of more autonomous and resilient disaster-
response networks. Al methods allow FANET nodes to
learn from observed conditions, predict near-term
outcomes, and adapt network behaviour according to
operational feedback. Machine learning and deep learning
methods support dynamic routing, path planning, node
clustering, and energy optimisation through models that
connect environmental and network states with suitable
decisions. Reinforcement learning further improves real-
time UAV movement and role assignment, which
strengthens coverage continuity and connectivity stability
while reducing collision risk and communication delay
under mobility [9], [80]. Disaster operations benefit from
Al-based capabilities because disaster scenes change
rapidly and often require repeated reconfiguration of
network roles and routes.

Al also supports intelligent task allocation and
coordination across UAV swarms, which allows
prioritization of mission-critical tasks such as victim
detection, damage mapping, and emergency supply
delivery. Computer vision and sensor-data fusion can
process aerial imagery and environmental signals to
produce actionable outputs for ground responders and
incident command systems [81]. Predictive maintenance
and fault detection also benefit from Al-based diagnostics,
which can support early failure detection and can preserve
network continuity during extended missions. Al-enabled
FANETs therefore represent a class of self-organizing
aerial networks that can operate under disaster constraints
with improved adaptivity, efficiency, and robustness.
Table 6 provides a detailed summary of Al applications in
FANET-based disaster scenarios.

Table 6. Al applications in FANET-based disaster scenarios

Description

Limitations

Architecture [80] (2025)

Title/Year/Reference Al Technique
Deep Learni.ng Deep  Learning
Empowered Service integrated ~ with
Selection in FANETs: A | Game Theory
5G-Enabled UAV-Cloud | (DL-GT)

The DL-GT model couples a game-
theoretic dataset based on Nash
Equilibrium outcomes with a deep
neural network that predicts a
suitable service provider for UAV-
cloud service requests. Model
training uses simulated UAV
interaction data, where client
drones (CDs) and provider drones
(PDs) negotiate under constraints
that include QoS targets, price, and
energy cost. The trained network
outputs a service-selection decision
that aims to improve service
provisioning within a 5G-enabled
UAV-cloud setting.

Validation relies on simulated
data, and field evidence remains
absent. Reported energy gains
remain limited, and the scope
remains narrow because the
method targets service selection
rather than broader routing and
coordination. Security evaluation

and adversarial robustness
analysis remain absent, and real-
world channel effects and

hardware limits remain untested.

Model-Based

A centralized FANET Controller

Simulation evidence dominates

estimated link lifetime, residual
energy, and  neighborhood
density, with the goal of
improving route stability and
energy efficiency under mobility.

Green Edge Intelligence | Reinforcement (FC) runsgrpodel—based RL policy the. evaluat@on, and rqal—vx{orld
for Smart Management | Learning (RL) | that optimizes UAV takeoff | testing remains absent. Simplified
of a FANET in Disaster- | using Markov | decisions in a disaster area. The | UAV and network models reduce
Recovery Scenarios [82] | Decision Process method wuses an MDP that dep.loyment fidelity, and thp
(2023) (MDP) represents edge-computing service | design does not address multi-
demand dynamics and variable | agent coordination. Full
renewable energy availability from | observability assumptions and
a wind generator. The policy aims | stable renewable supply
to balance energy usage and service | assumptions may not hold during
provisioning  so  satellite-link | real disasters. Security
reliance decreases, along with | considerations remain
associated cost and latency. unaddressed.
OLSR+: A new routing | Fuzzy Logic- | OLSR+ extends the Optimized | Additional routing parameters
method based on fuzzy | Based Routing | Link State Routing (OLSR) | increase control overhead relative
logic in FANETs [83] | (OLSR+) protocol  through  fuzzy-logic | to protocols such as G-OLSR, and
(2022) selection of multipoint relays | higher overhead can increase
(MPRs) and routing paths. Route | processing cost and channel
choice uses metrics such as | occupancy. Rapidly changing

FANET conditions can amplify
the impact of this added
complexity. Fuzzy-rule design
and parameter tuning can also
affect generalizability  across
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different mobility and density

Reinforcement Learning
[84] (2024)

Policy  Gradient
(DE-MADDPG)

to adapt its routing behavior. Each
agent can adjust the selected
routing  protocol,  including
AODV or DSDV, and tune
protocol parameters, including
hello-packet  intervals.  The
training  stage  follows a
centralized scheme, whereas the
execution stage follows a
decentralized scheme that relies
on local information during
deployment.

regimes.
Distributed Routing | Decentralized The approach formulates routing | Performance claims rely —on
Optimization Algorithm | Execution optimization as a MARL problem | simulation-based evaluation, and
for FANET Based on | Multiagent Deep | in which each UAV acts as an ﬁeld—.deployment evidence
Multiagent Deterministic agent and uses local observations | remains absent. Consequently, the

transferability of the proposed
approach to real radios, real
mobility patterns, and hardware-
constrained UAV  platforms
remains uncertain. The training
process  also  requires a
representative set of disaster
scenarios because a mismatch
between the training environment
and the deployment environment
can reduce practical performance.
Security risks and adversarial
signaling threats also remain
unaddressed.

(2022)

UAV-to-UAV Dijkstra’s
Communication Scheme | Shortest Path
for Enabling Emergency | Algorithm (used
Services During | with M/M/1
Network Failure [85] Queue Model)

UAVs form a device-to-device
communication grid that forwards
emergency  messages  across
multiple hops. Each UAV node
follows an M/M/1 queue model,
and the expected response time
defines the link cost between
neighboring UAV nodes.
Dijkstra’s algorithm selects the
multi-hop path that minimizes the
total response time from a mobile
user to an emergency responder.

Equal service-rate assumptions
across UAV nodes ignore real
heterogeneity in computational
load, radio performance, and
battery state. Energy constraints,
mobility effects, channel
variability, and interference
effects also remain absent from
the model, although each
condition can alter path optimality
during real emergency
deployments.

Al-based FANET solutions show stronger adaptability
to dynamic disaster conditions than traditional rule-based
methods. Most existing studies, however, remain
simulation-based, which creates a clear need for validation
through real-world experiments or testbeds.

9. FUTURE RESEARCH DIRECTIONS

UAV platforms improve disaster management through
rapid situational awareness and timely delivery of aid and
supplies to affected areas. Although the operational value
of UAV platforms is clear, the research on UAV swarm
networks remains at an early stage, and several unresolved
challenges still limit their operational effectiveness.
Technical constraints, regulatory limitations, and field-
operational restrictions reduce reliability and large-scale
deployment, particularly in environments where
infrastructure is unstable. Practical and dependable UAV-
assisted disaster response therefore requires deployment-
oriented designs that address real field constraints and
receive validation under real-time conditions.

Digital twin-enabled FANETSs represent an important
research direction, although most studies are conceptual or
simulation-based [86]. A digital twin functions as a real-
time virtual replica of the UAV swarm, communication
links, and operational environment. Continuous telemetry
updates keep the virtual replica synchronised with the
physical system. Integration with AI methods, particularly
multi-agent reinforcement learning, further supports
adaptive relay selection, routing reconfiguration,
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clustering decisions, and handover control under dynamic
disaster conditions with partial observability [1].

Flood and wildfire responses often involve rapid
topology changes and link degradation. Short-horizon
connectivity = forecasting enables proactive UAV
repositioning and task reassignment before link failure
affects mission continuity. A digital twin provides
connectivity forecasting through predictive evaluation of
near-term network performance. Predictive evaluation
then supports communication adaptation that preserves
coverage and reliability when terrestrial infrastructure
remains unavailable or damaged. Several open challenges
still require focused research, which include channel and
mobility model accuracy, telemetry synchronization
latency, computational overhead on resource-constrained
platforms, and cyber-security vulnerabilities in the digital
twin and its communication interfaces. Robust operation
under real-time constraints relies on solutions that improve
model fidelity, synchronization efficiency, secure control
interfaces, and scalable computation. Digital twin-assisted
FANETs therefore represent a potential enabler of
intelligent and resilient UAV-based disaster-response
systems [87], [88], [89].

10. CONCLUSION

UAYV deployment in disaster response requires adaptive,
intelligent, and  energy-efficient = communication
frameworks that sustain service during mobility and
infrastructure disruption. The present review identified
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several critical challenges for UAV-based FANETS, which
include high mobility, limited energy, link instability, and
complex integration across heterogeneous systems. The
review also addressed the role of artificial intelligence,
particularly multi-agent reinforcement learning, in real-
time decision support, autonomous route selection, and
network resilience. Digital twin integration represents a
valuable direction for predictive model development and
operational optimisation when the digital twin remains
synchronised with field telemetry.

Progress in the field remains constrained by the gap
between simulation-based development and real-world
deployment as the later requires stronger experimental
validation and more realistic evaluation settings. Future
research should prioritise lightweight, secure, and scalable
communication protocols tailored to disaster scenarios,
with clear attention to field constraints and reproducibility.
Technology advances, when supported by rigorous
validation, may transform UAV swarms into dependable
operational assets that enhance situational awareness,
coordination, and mission effectiveness across emergency
and post-disaster operations.
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